be3zonacHOCTb

TexHonornu 3awmTtbl onepaumii B8 BaHK XnbiHOB | [py*KentobHbl UCMONb3YIOT COBPEMEHHbIE
mexaHm3mbl obecneyeHna 6e30MacHOCTM M NpeaoCcTaBAAT yao0bCTBO NONb30BAHWUA  YCAYroMn,
obecrneumBasa npu 3TOM BbICOKMA YPOBEHb €€ HAAEKHOCTM M be3onacHocTu. Bmecte ¢ Tem
3$PEKTUBHOCTb AAHHbIX MEXAaHM3MOB 3aBUCUT TaKXKe U OT cobntoaeHna Bamu onpeneneHHbiX mep
6e3onacHoCTW.

Bbl Bcerga mokeTte 03HaKOMUTLCA € NpPaBuaammn 6esonacHom paboTbl ¢ BaHK XnbiHOB | ApyKentobHbii
MO CCblJIKe, PACNOIOKEHHON BHU3Y CTPAHULbI:
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B uenax 6esonacHoi paboTbl € cucTtemort BaHk XnbiHOB | [py:KentobHbih M 3awmTbl Bawwmx
$MHAHCOBLIX OMepauuit NPoCMM BHMMATE/IbHO O03HAKOMUTBCA C MepaMn  UMHGPOPMaALMOHHOM
6e3sonacHocTy:

— CrpaHuua BXoga B cuctemy baHK XnbiHoB | Jpy»KentobHblii coaepKUT TONbKO Noas ana
BBOAaA NIOTMHA U NaponA. B cnyyae ecnn Ha gaHHOM cTpaHuue Bac npocat BBectu
Nobylo Apyryto NnepcoHanbHyo MHbopmaumio (Homepa GaHKOBCKUX KapT, MOBUAbHOIO
TenedoHa, Apyrue /NMYHble AaHHble), He BbINONHAWTE HWKAKMX onepauui 4yepes
cuctemy baHk XnbiHoOB | Apy»KentobHbll U CBAMKUTECH C COTPYAHMKaMKU baHKa XNbIHOB.



— HuKomy He coobuaiite MHPOPMAUMIO O KOAEe NOATBEPMKAEHMA onepauni, naxke
coTpyaHukam 6aHKa XnbiHoB. [lepes BBOAOM KoAa MNOATBEP)KAEHWS  Bceraa
CpaBHUBaAWUTE PEKBU3UTbl BbiNO/SHAEMON Bamu onepauum c TEKCTOM COObLLEHMS,
nonyyeHHoro ot baHKka. Ecnn peKkBM3WUTbI He COBMAAalT, HU B KOEM Cayyae He
NCNoNb3yiTe 3TOT Koa M obpatutecb B UHPOPMALMOHHLIA LEeHTPp no TenedoHy
8 (800) 250-2-777 (3BOHOK no Poccum becnnaTHbin).

— Cuctema BaHK XnbiHoB | [py»KentobHblit HUKOTAa He OTNPAaBAAET KAUEHTaM KoAbl
ANA OTMeHbl onepauuit. Echn Bam npeanaraercs BBECTU Kog, A1A OTMEHbI onepauum
B BaHK XnblHOB | ApyKentobHbli, TO BbINANTE U3 CUCTEMDI U CPaA3y Ke obpaTuTech B
H6aHK.

— [pu yTpate mobunbHoro tenedoHa, Ha KoTopbii Bol nonyyaete coobuweHna c SMS-
KOAOM, cpasy e obpaTuTecb K onepaTopy COTOBOM cBA3W M 3abnokupyiite SIM-
Kapry.

— He ycraHaBnuBaiite Ha TenedoH, Ha KOTOPbIN Npuxoaat SMS-coobuieHmna n3 6aHKa,
NPUNOXKEHUA, MOIy4EHHbIE U3 HeJ0CTOBEPHbIX UCTOYHMKOB. MOMHUTE, YTO BaHK He
paccbiiaeT CBOMM K/IMEHTaM CCbIJIKM UM YKa3aHMA N0 YCTaHOBKE NPUIOXKEHMI Yepes
SMS/MMS/Email-coobuweHus.

— B Havyane paboTbl C cucTemMol NpoBepbTe, YTO 3alULLEHHOE CcOoegUHeHue
YCTaHOBNEHO MMeHHO ¢ opuumnanbHbim caiitom ycayrm (https://my.bank-hlynov.ru/).

— MWcnonb3yiiTe CcOBpPEMEHHble aHTUBUPYCHble NPOrpamMmmbl, CAeautTe 3a WX
o6HOB/NEHMEM U1 perynapHO BbINONHANTE AHTUBUPYCHYHO MPOBEPKY Ha CBOEM
KOomnbloTepe;

— CBOEBpEMEHHO YCTaHaBAMBaiiTe O6HOBNAEHUA OMEepaLMOHHON CUCTEMbI CBOEro
KOMMbIOTEPA, PEKOMEHAYEMblE KOMMNAaHUEN-MPOM3BOAUTENEM;

— PeKkomeHgyem MCNonb3oBaTb AONONHUTENbHOE MNporpammHoe obecneyeHue,
Nno3BONAIOLLEE MOBLICUTbL YPOBEHb 3aWmTbl Bawero KomnbloTepa, Hanpumep,

NpPorpaMmmbl NOUCKa WMMOHCKMUX KOMMOHEHT, NPOrPamMMbl 3aLLMTbl OT Cam—
PaCcCbIIOK U np.

— [ns 6e3onacHOro 3aBeplieHns paboTbl C CMCTEMOM HEOBXOAMMO HaXKMMaTb Ha
KHOMKY Bbixoa, a He 3aKpbiBaTb OKHO bpay3epa.

Echn y Bac ectb nopospeHus, uto KTO-n1bo nucnosnbsyetr Baw naponb UAM UCNONHAKOTCA
onepaumun, KOTopbix Bbl He coBeplianu, To HeO6XO,LI,VIMO 06paTMTbCF| B baHK.

MomHUTe, 4TO Npu paboTe CO CBOMMW cyeTamu B cucteme BbaHK XnbiHOB | [pyKentobHbii
cnegyeT OblTb TaKMMM Ke BHUMATENbHbIMWM W BAUTENbHBIMM, KaK Npu o0bpalleHun ¢
HaAWYHbIMK CpeacTBaMK B Bawwem Kolwenbke.
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